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Computer
“ MAI N”

10.0.0.140

Die Ausgangslage

Computer X
“ ( l apt op) ”
192.168.1.2

Computer B
“ ( noname) ”
192.168.1.1

Computer A
“ X1”

127.0.0.1
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Computer A
“gandalf”
192.168.0.10

Das Ziel

Computer X
“gimli”

192.168.0.20

Computer B
“elrond”

192.168.0.12

Computer A
“galadriel”
192.168.0.11

10.0.0.140

Firewall
“smeagol”

192.168.0.1
�� 
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Grundlagen

Grundlagen: 
Hardware
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Hardware (1)
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Hardware (2)
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Firewall (1)

Grundlagen: 
Firewall
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Firewall (1)

10.0.0.140

Firewall
“smeagol”

192.168.0.1
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Firewall (2)
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Firewall (3): IP-Filter
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block in all
block out all
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Firewall (4): IP-Filter
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pass  in quick on lo0 all
pass out quick on lo0 all
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Firewall (5): IP-Filter

��� � ��� � � �� 	 �
 �� � � � � �� � � ��
 �
 � 
 ��� � � �� � � �� 
 � � �

� ��� � � �� � � � 	 � � 
 
 ��

pass   in quick on sip0 from 192.168.0.0/24 to any
pass  out quick on sip0 from any to 192.168.0.0/24
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Firewall (6): IP-Filter
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pass  in quick on tlp0 from 10.0.0.138/32 to 10.0.0.140/32
pass  in quick on tlp0 from 10.0.0.140/32 to 10.0.0.138/32
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Firewall (7): IP-Filter
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block in on ppp0 proto tcp/udp from any to any port < 1000
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Pass  in on ppp0 proto tcp/udp from any to any port 
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Firewall (8): NAT

Grundlagen: 
NAT
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Firewall (9): NAT
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Firewall (10): NAT
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192.168.0.10 #12345  -> 123.123.123.123 #80

Computer A
192.168.0.10

10.0.0.140

Firewall
“smeagol”

192.168.0.1
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Firewall (11): NAT
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192.168.0.1 #55555  -> 123.123.123.123 #80

Computer A
192.168.0.10

10.0.0.140

Firewall
“smeagol”

192.168.0.1
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Firewall (12): NAT
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123.123.123.123 #80  -> 192.168.0.1 #55555

Computer A
192.168.0.10

10.0.0.140

Firewall
“smeagol”

192.168.0.1
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Firewall (13): NAT
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123.123.123.123 #80  -> 192.168.0.10 #12345

Computer A
192.168.0.10

10.0.0.140

Firewall
“smeagol”

192.168.0.1
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Firewall (14): NAT
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map ppp0 192.168.0.1/24 -> 213.229.50.215/32 portmap 
     tcp/udp 40000:60000

map ppp0 192.168.0.1/24 -> 213.229.50.215/32
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Domain Name Service

Wo bist du?
Der 
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DNS (1)
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DNS (2)

Computer A
192.168.0.10

Firewall
“smeagol”
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DNS (3)

Computer A
192.168.0.10

Firewall
“smeagol”
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DNS (4)

Computer A
192.168.0.10

Firewall
“smeagol”
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Dynamic Host Configuration Protocol

Wer bin ich?
Das 
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DHCP (1)
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DHCP (2)

Computer A
192.168.0.10

Firewall
“smeagol”
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DHCP (3)

Computer A
192.168.0.10

Firewall
“smeagol”
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Proxy

Sparen beim 
Surfen: Proxy-

Server
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Proxy
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Sprecher: Rene Schickbauer    


